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Windows Components Wizard
Windows Components T
“r'ou can add or remove components of Windows 2000, @

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click
Dretails.

Companents:

C 25 MB
[w| ' Indexing Service 0.0ME
Wl S et Infrrmation Semdices 1151 217 MR _:..1

Description:  Installs a certification authority [CA] to izsue certificates for use with
public: ke security applications.

Total disk space required: 21MB Dt
Space avalabls on disk: 4117 3MB _ Detes._|
< Back I Mest » | Cancel J
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Microsoft Certificate Services ]

' After instaling Certificate Services, the computer cannok be
renamed and the computer cannat join o be removed From a
domain, Do you want ko continue?

es Mo ]
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Windows Components Wizard
Certification Authority Type I
There are four types of certification authorities. &
Certification Authority tppes: Description:
 En The most trusted CA in a CA :_j

hierarchy. Does not require
Active Directany.

¥ Stand-alone root C4

' Stand-alone subordinate CA ‘_j

To install an Enterprize CA, the Active Directary must be accessible and you must be a
member of the Domain Administrator group. Please go back to the previous screen and
deselect Certificate Services.

™ Adwvanced options

< Back I Next » | Cancel ]

8 . D( SIB)T HTT 2UHS . # #5H$)$.94) 16

LEA4" S+ #$)" 48 . ;6" /$.o "X 1) # .39 $I YT HS/S
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Windows Components Wizard

Public and Private Key Pair

Select a cryptographlc zervice provider [C5F) and the zettings to be uzed in @
generating a key pair, or uze an existing key pair.

C5F: Hazh algorithm:

Gemlus GemSAFE Card ESF' v1.0 - D4 _:j
i se Cryptographic: Provider +1.0 [ DS

Microsoft Baze DSS Cryptographlc Pravider

Microzoft Enhanced Cryptographic Provider v1.0 ._J Z

Kep length: D efault =l

™ Use existing keys

Import....

< Back m Cancel ]
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Windows Components Wizard

CA ldentifying Information

Enter information to identify this Ca Q
|

CA name: l|

Organization: I
| Organizational unit: I

City: I

State or pravince: I Country/region: IUS
i E-mail; [

CA description: I

Walid for: jz |Years vi Expires: |sx25x200910:52m

< Back I Mest = | Cancel I

8 . > M4 08/ #$ H#S 04) G"#7)S.94) #
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Windows Components Wizard

Data Storage Location T
Specify the storage location for the configuration data, database and log :Q

Certificate database:

Browse...

Certificate databaze log:

CAwWIMMTAS yetem 324 Certlog Browse... |

[V | Sttire eorfinuration irfarmetian ir & shared folder
Shared folder:
|C:\EAEOnfig Browse, ..

™| Ereserve evisting certifitate datatiase

< Back I Mest » I Cancel |
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Microsoft Certificate Services

Internet Information Services is running on this computer, You must
! . stop this service before proceeding. Do you want to stop the
service now?

Ok | Cancel j

8. " $3;"#S

2L/ )L .. $/28)4) GU HS YH / /44 08/ $)$//:., 1 2 .
L/ GT /% S/ /S ) P, #UT/ %888 #3 )$H
$3%5. 2. 1S/ 037 SIS+ )2, #20 "tIS 19348
S48 L QL /.t HS, /A1 GUSILE S ot Y

Insert Disk

Please insert the: Compact Disc labeled 'Service Pack 3 [¢
CD' into your CO-ROM drive [D:] and then click. QK.

‘rou can alzo click OF if you want files to be copied Cancel

fram an alternate location, such as a floppy disk or a
network, server.

8. Q /. " #$, /91 ;G"

8 HEU2.)S//HS, /91 ;6T )T 4m+$48 . 0

Windows Components Wizard
Configuring Components Tt
Setup is making the configuration changes pou requested. &

B ] Flease wait while Setup configures the components. This may take
| several minutes, depending on the companents selected.

Statuz:  Copying files...

8. @ /91 ;6"
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Windows Components Wizard

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components Wizard.

To close this wizard, click Finizh.

8. <& /91:6")" ) #(

5.1.2FERRAMENTA DE GERENCIAMENTO
2L/ /915G DS S LS /91 6T AT S+ 7 )$ERE 2.
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3 Administrative Tools [_ 2]

File Edit ‘ew Favorites Tools Help |m

| =Back = =~ 3] fQusearch [Folders ¢BHistory | [S OF X @ | EE-

| Address ig} Administrative Taols _'_j @G0 |
] —
al
| - = | 2
L2 Component Computer Configure Data Sources
Administrative Services Management  Your Server (ODBC)
Tools b
e e i Manages Certificate Services, which issues certificates For public key security
. i . [AL] prodgrams
Certificationthionty Distributed File Ewent Wigwer Internet Licensing  Local Security
Shortcut : :
Syskem Servic,., Palicy
Manages Certificate Services, Gy 7 e
which issues certificates For public %ﬂjﬁ ﬁ %}
key security programs 2 Ed = td==
s ; Performance  Routing and Server Services Telnet Server
Modfied: 6/25/2007 11:01 AM Remote ...  Extensions... Adrninistration
Size: 1.45 KB
Attributes: {(normal)
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[ Certification Authority = S |
| action view || &= = | = EE (2 =

Tree ] Mame ]
JZ3 Certification Authority (Lacal) {__.IRekaed Certificates
=5 [_J1ssued Certificates
|1 Revoked Certificates [ JPending Requests
1] Issued Certificates |_JFailed Requests

|1 Pending Requests
| Failed Requests

8 . < 9. # HSH$)$IL) ;G

5.1.3 INSTALACAO DO IAS

)" .+ S+ +/$3#N. )./UP, #UT/ %88&  $.3%. 9LHS
KPP, #UT/ U42" $ W PH (. M) LH L )S//STX Tt SN ZX #
$+"3$ U8, /Y $ S WG /)N XP, #UT/ 42" S Y S+ /$8 # /31$)," $
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| windows Components Wizard

Windows Components =
“Y'ou can add or remove components of Windows 2000, $

To add or remove a component, click the checkbox. A shaded box means that only
part of the compaonent will be installed. To zee what's included in a component, click
Details.

Companents:

Other Metwork File and Print Services
L Remate Installation S ervices

[} c.;é Remote Storage

Wl B9 it M ehnnes

Description: Containg a waniety of specialized, network-related services and protacals.
Total disk space required: 4.0 ME Details ]
Space available on disk: 4110.2 MB
< Back I Mext > | Cancel I

8 . <D-P, #'T/ "+2" $ /PH #
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| Networking Services i

To add or remove a component, click the check box. A shaded box meanz that only part
of the component will be installed. To zee what's included in a component, click Details.

Subcomponents of Metwarking Services:

I ":.}J Dynamic Host Configuration Protocal [DHCF) 0.0MB __‘_-_]
[v] .E;i Internet Authentication Service 0.0mMe
.:;j (o5 Admizsion Control Service 0.0 e
] .:;j Simple TCPAP Services 0.0 MB
] 3 Site Server ILS Services 1.5 ME

B = wWindows Internet Mame Service [wiNS)

0.9 ME ;

Dezcriphion:  Sets up a WINS server that registers and resolves NetBI0OS names for

clients,
Total dizk zpace required: 0.4 MB
Space available on dizk: 4110.2 B

[k | Cancel ]

8. <2 %% U 9) 0" $.3)%/
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Windows Components Wizard B
Configuring Components T
Setup is making the configuration changes you requested. @

- O] Please wait while Setup configures the components. This may take
e several minutes, depending on the compaonents selected.

Status:  Completing configuration of Intemet Information Services [115]...

8 . <> MSITHS, N1 6T
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Windows Components Wizard

Completing the Windows
Components Wizard

“Y'ou have successfully completed the Windows
Components Wizard,

To close this wizard, click Finizh.

5.1.4 CONFIGURACAO DO RADIUS
8. LS+ )HS; LT 2SI/ HS )T A8 L G # /$.3 4
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Y Z K85, $

File Edit Wiew Favorites Tools  Help

SBack - = - (]| @Search [ Folders @History | [ 0 % = | EE-

Address !.&i Administrative Tools

—

prokocal,

Modified: 6/25/2007 &:43 PM

Attributes: {normal)

tbnfiﬁureé 'I.O.S,' which péerrﬁﬁé o

2 B B

@,

<"- $.

=3
[
=

+$ 9/ #+,

- Active Active Active Certification  Component
Administrative Directory ... Directory Si...  Director... Authority Services
Tools - _

: =l e 3
Internet Authenticati = . A= ZEn,
52:,:2: il Computer Configure  Data Sources Distributed File DS
Shorteut Management  Your Server (CQDBC) Syskem

‘authentication, authorization and [Fp_
accounting of dial-up and VPN Domain Diomain Event Yiewer Inkernet
users, IAS supports the RADILS Contraller 5... Security Palicy Servic,..

EL
Size! 1.59 KB Licensing  Local Security  Performance  Routing and Server
Paolicy Remate ...  Extensions... |

/9. 93/
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Internet Authentication Service

|| Action  Wiew _' g =

Tree —
( i ) Welcome to Internet Authentication
Service

Remote Access Logging

E Remote Access Polidies Internet Authentication Service (1AS) performs

centralized authentication, authorization, and
accounting of users who connect to a netwoark
using virtual private network (PN and dial-up
technology. 1AS implements the IETF standard
Remote authentication Dial-in User Service
(RADIUS) protocaol,

To enable the IAS server to read the remote

access properties of user accounts in the Active
Directory, on the Action menu, click Register

Service in Active Directory. |-

For more information about setting up 145, see
"Checklist: Configuring IAS for dial-up and YPH
access" and "Checklist: Configuring 145 1o
outsource dial-up access” in online Help,

For more information on IAS deployment 4|

8. <Q- 9. %9 915 9) 9" $.3)%
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Add Client

Mame and Protocal
Azzign a name and protocol for the clisnt,

Tupe a fiendly name and pratocol for the client.

Friendly name: ]|

Fratacal [RapIug =1

m Cancel ‘
8 . <@ )L, #T" "3T)HLS 9H(
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Add RADIUS Client

Client Information
Specify information regarding the client

Client address (IP or DNS)

|10.1.1 251 Verify... I

Client-endor
|RADIUS Standard |

v Client must always send the signature attribute in the request

Shared secrat: |

Confim shared secret: I“”ﬂ

< Back I Finish l Cancel

8. & #)," #TT)LS I8

Y48 .. /X SIS NS/ TSN OILLS )T S # /K YIS/
Y S 48 . %<(

“ Internet Authentication Service =] E3

|| Action  Wiew HC:I -?l-i

Tree ! [arne | order |
@ Internet Authentication Service (Local) "_E::):AIIUW access if dial-in permission is enabled 1
{7 clients

‘___i Remote Access Lugg\ng
temote Access Policies

[ \ [
8 . U< $I$) #7893 JH#S S/ S+
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Edit Dial-in Profile ﬂﬂ

Authentication | Encryption I Advanced I
Dialin Constraints I = | b ulblink

: [ Hmn
[ Pestrict masimum seszion bo: |1 _% mir.

T~ Restrict access to the following days and times:

Edit .. |
I Restrict Diakin to this number only: |

v Festrict Dial-in media:

Orool i’

O Token Ring

Wwireless - IEEE 80211

‘wiirgless - Other

O Cable =l

OK I Cancel | Spply |
8 . W%- o, 18, " /9,9
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Edit Dial-in Profile 21x]

Authentication I Encryption | Advanced I
Diakin Constraints IP | ik

Define the |P addresz aszignment policy for the Routing and Femote
Access.

IP Address dzsignment Policy
™ Server must zupply an [P address

 Cliert may request an [P address

Define |F packet filkers to apply during thiz connection.
[Routing and Remote Access anly)

IF Packet Filter

From client... Toclient...

0K I Cancel Lppli

8 . UD-
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Edit Dial-in Profile ﬂll

Authentication I Encryption I Advanced |
Dial-in Constraints I IP Multilink

— Multilink Settings

" Dizable multlink [restrict client ko single port]

7 Allow Multilink

Limit maximum ports _:l

— B andwidth Allocation Protocol (BAP) Settings

Reduce a multilink connection by one line if the lines fall below:

a0 _:I % of capacity for a period of |2 3: ik, 'I

™ Bequire BAP for dynamic Multiick requests

0K I Cancel | Lppli

8. %2~ 19,0
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Edit Dial-in Profile 2l x|
Dialin Constraints | IP | ultink |
Agthentication l Encryption | Advanced I

Check the authentication mathods which are allowed for this connection.

—Iv Estenzible Authentication Protocal ;

Select the EAP lppe which iz acceptable for this policy.

|Smart Card or ather Certifizate _'J Configure... |

[~ Microzoft Encrypted Authentication version 2 (MS-CHAP +2]
[T Microzoft Enciypted Authentication (M5 -CHAP]

™ Encrypted Authentication (CHAP)
[T Unencrypted Authentication [P4P, SPAP)

= Unauthenticated Acce

O Allaw remate PPP clients to connect withaut hegatiating
any authentication method.

0K I Cancel Apply
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Advanced Hed
- Ml Home Tools Status [+

These are e wirshes s cefliags a1 he APRcoess Pord) sorfion

habar DS E
Crarsal s =

A

WER ©pnames 1 [esata
Wireloas WEP Endrgion [seea ]
WER iy | (5 [T
e ©
Kayd O |
Kl |

= Enabied © Driabkeo
Ercrsfion Ky Lenah | grom i cobsy 120 T IR

il

RADHLE Earar 1 F AT
Pos N
Ghered Rarrat | F——

d 20

Apply Cancel Help

8 . Y= 48 . #"'QEW<E "

/9% #7) +$ 9 0B+ T 93" H#$ #$/).$38. "/ Sl 19 $)$//:. 2 .
1S + 1 " 20N/ 20 ) W LT S) T HS TSIS/ # 2L/
A2$+$ 9 ;G H SHS 2,988 H )+ " QEM(<E( $.1 $)$//:.)., .+ /1
938 L$)MI 2. L Tt 2MB//. Y+ 5+ /$. $)$//:. 4208 .+
IBIA) HT 2 L )2 O H#T 4S/4T( QEW(E )" 48 L #T T+ $ 9% .
OLH .+ )$.94) #" 8. #" 28" 6 2 . 2."33. 9" H G 2 .
)$//7(

5.1.6 CRIACAO DO USUARIO
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.(l Active Directory Users and Computers g

=10/ ]
JRETES

| Description |

&3 Fle  action  Miew Window  Help
= = o S Sl 7
e~ |BE 8RR 2 @b vEE
@ Active Directory Users and Computers [sqls | kaminskingt 6 objects
D Saved Queries e | Type
EI'@ Farineskl.net (&3] AccessPaint (rganizational Unit
@ AccessPoint 4 W, z
¥ [ZBuiltin builtinDarnain
- Buiktin %
DCUmputers Conkainer
(2] Computers @ 5 i
(28] Domain Controllers Durn.aln Cuntr.... Organ.\zatwuna Unit
D ForeignSecurityPrincipals DFnrelgnSecurl... Container
563 Users [Cusers Cantainer
] D — ]

Drefault container for upgr...
Default container For dom. .,
Default container for secu...
Defaulk container For upgr...

8 . %"

3% .9 /S #
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1.‘.'_1; Active Directory Users and Computers

< Eile

Action  Wiew  Window  Help

N$// " 92 197 ) 1 +$48 .

cra@E e XERB 2

e avEo

@ Active Directory Users and Computers [sqls

Users 0 objects

- Saved Queries

[ame | Type

E@ karninski. net
1-{€8] AccessPoint
© &) croups
AR Liser
-] Builtin
-1 Computers
-] Domain Contrallers
[:I ForeignSecurityPrincipals
D Lsers
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MNew Object - User x|

g Create in.  kaminski.net/AccessPoint/U sers

First name: IE duarda Initials: I

Lazt narne: IKaminski

Full name: IE duardo K aminski

User logon name:

Ieduk] I Bk aminzki net j

Uger logon name [pre“windows 2000):
IKAMINSKI\ Ieduk

< Back I Mest = I Cancel

8 . %e- /%$., # + [/ "

$. S/ #N .+ /Y 200 /D" /8.3% 48 . D&
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Mew Object - User x|

g Create in.  kaminski.net/dcoessPoint/U sers

Pazsword: Iu.|

LConfirm passwond: Ino

¥ User must change password at nest logon
[~ User cannot change passwaord
[ Password never expires

[~ Accourt is dizabled

< Back I Mest > I Cancel |
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Mew Object - User | x|

g Create in.  kaminski.net/dcoessPoint/U sers

When vou click Finigh, the following object will be created:

Full narne: E duarda Kaminzski ;l
Usger logon name: eduk.a@kamingki net

The user must change the password at nest logon.

I-|

Cancel |

< Back

8. D UOL/GU# )., GTHT 1 o

5.1.7 ADICIONANDO O USUARIO AO GRUPO
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-.‘«.? Active Directory Users and Computers

@ Ele fction Wew ‘Window Help
¢~ | am e FRBE 2 sfava o

@ Active Directory Users and Computers [sgls | Groups 1 objects
[ Saved Queries e e |
EI@ kaminski.net ) €7 accessPoirt Security Group - Global
E-{&5] AccessPairt
@ Groups
@ Users
-2 Builtin
D Computers
({23 Domain Controllers
D ForeignSecurityPrincipals

[ Users
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5.1.8 ADQUIRINDO UM CERTIFICADO
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2l Microsoft Certificate Services - Microsoft Internet Explorer provided by

x Monitores i
File Edit Yiew Favortes Tools Help

R o | | Qoearch GFavortes CHHstory | BN- S (0] - 5] e

Address [@] https:/dclabinjcertsrv

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web, sign
your e-mail messages, encrypt your e-mail messages, and more depending upon the type of certificate you
request

Select a task:

© Retrieve the CA certificate or certificate revocation list
& Request a certificate

© Check on a pending certificate

Next >

=
[&1Done [ 15 [BE Local intranet

8 . DD- ") #' +)$.94) #Y(

$1$)," S U2:6M K /$.)$94) 95 SIS/ 2L/ )L1 $ S+ $E )" 4U+$
18 . D

A Microsoft Certificate Services - Microsoft Internet Explorer provided by

= Monitores i

| e Edt vew Favortes Tooks Help

| wosck - = - G (A | Doearch [gravortes sty | B S [0 - 5] ar

| address [#] heps: factabinfcertarfcertrqus.asp

Microsoft Certif

- Ulbra Guaiba

Choose Request Type

Please selectthe type of request you would like to make:

& User certificate request

e

© Advanced request

Mext>

I
&7 Done [ [ & [BE Local intranet

8. D2-/")9 # +)$94) #(
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- @ A 4| Qoearch SrFavortes

Address [&] httpsifidc-labincertsr/certrabi.asp7type=0

= #e | [inks >
1=
User Certificate - Identifying Information
Allthe necessary identifying information has already been collected. You may now submit your request
More Options »>
Subrmit >
&l
@] Dane

[ B B8 ocslintranet
,8 . D> +$9$ # / 1,),9 ;G" #")$_9,4,) #.(

$.0 $E, # 4+ +$ /7 85+ L1 $X[S/Y )" 4+$ 48 .

Y 4+

D

=(

Y u oo /882 . ). 3G S$ 4279 ;G HT)$L) #Y(

Potential Sci

B

This Web site is requesting a new certificate on your behalf, You should allow only
trusted Web sites to request & certificats For you.

Do you want o requast a certificats now?

8 . D=( I$)" 4:3$l

2L/ 8 #$S 1 1U/I$8%. M)$IL) #U) LM+$48 .

“PBack -

- @D A | Qoearch GFavorites (BHstory | Y- Sh

address [&] hittpssjjdclabinicertsrv/certrabi asp7type=0

(8]
Fle Edit Wiew Favorites Tools Help

=] @0 |[unks >>|

User Certificate - Identifying Information

All the necessary identifying information has already been collected. You may now submit your request

More Options »»

Generating request...

I
@] Generating request...
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2L/ /$.2 SE, #'U)$94) #U)L1 S "L 0X /8 191/)$.94) 9BV $)" 4.+
A2 G U)LY # )T 548 . DO

o
| Geak - = - (@ [F A Doeach GFavories (Hhstory | By S0 - E] e
| udvess [ bitps:jdc-tsbinesrtsrvicertfrsh, asp -] P “Lm ”‘

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

El

@] Done [ [ & [ B rocal intranst

8 . DQ- /91 #7U)$94) #7(

5.1.9 CONFIGURANDO O COMPUTADOR DO USUARIO
YUUS L LT 2 G #LH 2/ S/ PSS/ HTT.0
ST V)" M4$48 . DOS)L) . T TIGTX ST P,.$I$//  $IT.0/Y

" Wireless Network Connection Status |2||Z|
General |s|_|ppg|1
Connection
Status: Connected
Networlc: leaminski
Duration: 2days 23:31:21
Speed: 54.0 Mbps
Signal Strength: Illl[l
Activity
i
Sert — ¢ L Received
_|_/[(ng
Packets: 12.482 482,877
Properties ] [ Disable ] [ View Wireless MNetworks |

8 . D@-P,$1$// $T".0 " $)"



$.:3/ LH#" )" SEOS T,.$I$// #/2" 3%l /$1$)" $ .$#$)! + #
CSOLE SSHX T EW)T B8 L 28

11 Wireless Network Connection |X|

Network Tasks Choose a wireless network
‘E'a Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.

.+ kaminski
.))

<2 Set up a wireless network

for @ home or small office
o

W Security-enab

Related Tasks ou want to connect to this network,

dick Connect.

i) Learn about wireless
networking

* Change the order of
preferred networks

v Change advanced
settings

8 . 28 $I$)"  #' + SHST.$1$//

2L/ /$I$)," . SHST)TH2 040 0 1 /$) ) L) )/
2", 9 )" 1. +8$3/ LH#” 48 . 7?<-

Wireless Network Connection

% -

Please wait while Windows connects to the kaminski' network.

Detecting network type...

| LT ] Cancd

8. ?2<- ") #' OBH#S

2.8/ #$ )" SEGT )+ BHS /S0 #S 94) #U 28" )+2 9 # 1 S
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Connect Wireless Network Connection

User name on cerificate:

Friendly name:
lssuer: Kaminski NET
Expiration date: 24/6/2008 22:10:12

[ ok ][ Concel | [ ViewCeriicate |

8 . M SIS #TU)SI4) #Y

2L/ 3 1# . ")S04) #1 ODS// 27 9,0 2840 " IS/ HT) 42 9 #
F.$#S T, $I$// ™ )$//" 53 L# #$$ #$ 04) #")" 1".+$48 . 2D(

" Wireless Network Connection

| Network Tasks Choose a wireless network

ﬁ Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

information.

._—g Set up a wireless network

o)) kaminski
for & home or small office

{«
|

a -
ﬁ Security-enabled

Related Tasks

i) Learn about wireless
networking

* Change the order of
preferred networks

v Change advanced
settings

8 . 2D L# #S# #$ 94) G
5.2 PROXY
5.2.1 DESCRICAO DA SOLUCAO
A2154+$ 9 ;G # /UGN #S "EJ - SE/S 9% 38./4# #$ /3.6
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5.2.2INTRODUGCAO
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5.2.3PRE-REQUISITOS PARA A CONFIGURAGAO.
#9 . L1 3TASDAIT/Y )Y H#TT TS T 24T T+ T 0TS

# vi /etc/hosts
10.1.1.1 DC-LABIN.GUAIBA.ULBRA.TCHE.BR DC-LABIN
127.0.0.1 localhost.localdomain localhost prx

U $)$//:." 1S # 9" #7 /$3#°$/ , E$ P, #T/ $/% +
L) H# 2%/ $.$ UH $ASH #) "2 $H# /)1 3% )/
BOMTL HIS3H SN IS S/ S 8. Gt )

SIS 2 )8 1 $5 OLH #7 2 . $I$0
[) /TSI TS 0S $34. , ES + $.3%.-

# apt-get install ntpdate

5.2.4INSTALACAO DO KERBEROS
578 )/t /LG HT S 8. /.34 2.E)(

# apt-get install krb5-kdc krb5-config krb5-clients libpam-krb5 krb5-user




/t20.%; o+ L H /M) #TT TS #T e
$3H )L ST ] HU/S H+ UB $NS) /M (
$" B $/9) /7 <GR(K(U 2L/, /9L Gt #Y 2 )N/ )+
05, . L1 3UASOI0. SO )T A+ ETHS/).8(

e #
( ( ¢
5 $)$//7:."

[libdefaults]
default realm = GUAIBA.ULBRA.TCHE.BR
krb4 config = /etc/krb.conf
krb4 realms = /etc/krb.realms
kdc _timesync = 1
ccache type = 4
forwardable = true
proxiable = true
v4 instance resolve = false
v4 name convert = {
host = {
rcmd = host
ftp = ftp
}
plain = {
something = something-else
}

}
fcc-mit-ticketflags = true

[realms]

GUAIBA.ULBRA.TCHE.BR = {
kde = 10.1.1.1
admin_server = 10.1.1.
default domain = 10.1.1.1

}

[domain_ realm]
.GUAIBA.ULBRA.TCHE.BR = GUAIBA.ULBRA.TCHE.BR
GUATIBA.ULBRA.TCHE.BR = GUAIBA.ULBRA.TCHE.BR

[login]
krb4 convert = true
krb4 get tickets = false

[logging]
kdc = FILE:/var/log/krb5kdc.log
admin server = FILE:/var/log/kadmin.log
default = FILE:/var/log/krb51lib.log

$I$0 . )+ ) 6T ST OEIST U+, v orus. 3 . $.

/$.0 D)S//USHY L 18 /1 3U)T S ETHS). 0




L85 S/ ST H#T /$3#. , ESHY $3#. P, #7T/
$/9% + 7/, )." H #/( Y S+ OIH .+ /8.3 #T. /$8 | #" "/
/$8 , %/ 2 //"/-

"/$3#". , E

# ntpdate ntp.cais.rnp.br

" /8348 P, #'T/

C:\Winnt> net time /setsntp:ntp.cais.rnp.br

C:\Winnt> net stop w32time & net start w32time

"+ ) GTeasT , EST M+, AT, OLH #" 8. 8.
LH$ .. +$ 9 0, ¢

# kinit administrator@GUAIBA.ULBRA.TCHE.BR

AU IR R/ L AN O = S N o
2L/ /%$.: $)S//:."SES) 9 L)+ H#TXOL/NY S . /. /S 9%
ST 3+ ) s B

# kinit administrator@GUAIBA.ULBRA.TCHE.BR
Password for administrator@GUAIBA.ULBRA.TCHE.BR:

# klist
Ticket cache: FILE:/tmp/krb5cc 0
Default principal: administrator@GUAIBA.ULBRA.TCHE.BR

Valid starting Expires Service principal
02/22/07 14:25:47 02/23/07 00:25:47
krbtgt/GUAIBA.ULBRA.TCHE.BRQRGUAIBA.ULBRA.TCHE.BR

Kerberos 4 ticket cache: /tmp/tktO
klist: You have no tickets cached

+ 5+ /%0 $)S//USHY LT L 3 /TN ¢

# vi /etc/nsswitch.conf

0. . /L, v/




passwd: compat
group: compat

passwd: compat winbind
group: compat winbind

oLL $/9$/ 2 1171 1$.: DS/, P, #sT ]
) /" GTSNS +, /YL

5.2.5INSTALAGAO DO SAMBA/WINBIND
, /91 G #Y AP, |, #2"#$/$.4$9 3, 2%8%9)" 4".+$ E"-

# apt-get install samba winbind

oL/ /%0 $9  + Bl #$ )" 48 . 6T T HS 5 /M) #T T U+$
N VA WEAD - ENA R S+ 1 $ /.

$9+ 5+5 S/ 1S/ + NS N 3HS/S N /(8. 5 $)$//:."
Y 48 ..+ (L /" S IHS + )0 2#" 1 378, 1$#$2"/).$"

A 3T HS) 48 . G

# mv /etc/samba/smb.conf /etc/samba/smb.original
# vi /etc/samba/smb.conf

A3 /4 () 4 #$3% )" 1S, /LY.
0. /)" 48 . 08/ 2"+ /$. 189 1 HS ) H)+  $)S//# #Y(

[global]
workgroup = LABIN
netbios name = PROXY
server string = PROXY SERVER
load printers = no
log file = /var/log/samba/log.%m
max log size = 500
realm = GUAIBA.ULBRA.TCHE.BR
security = ads
auth methods = winbind
password server = DC-LABIN.GUAIBA.ULBRA.TCHE.BR
winbind separator = +
encrypt passwords = yes
winbind cache time = 15




winbind enum users = yes
winbind enum groups = yes
winbind use default domain = yes
idmap uid = 10000-20000
idmap gid = 10000-20000
local master = no

os level = 233

domain master = no
preferred master = no
domain logons = no

wins server = 10.1.1.1

dns proxy = no

Idap ssl = no

LT 3T HS )T A8 LGN /S $)S//10 8, ), . /8350 #
+ $#'P, | #

# /etc/init.d/samba stop
# [etc/init.d/winbind stop
# /etc/init.d/samba start
# /etc/init.d/winbind start

/- $.4) .18
#)" HTU/S3HL E CH+ TP, #T/(

# net ads join —U administrator -S GUAIBA.ULBRA.TCHE.BR

2L/ #89 . /$ Y 1 $/$.2 /7)Y # T BT T H#83% /S, /S 6
S #T E"-

# net ads join -U administrator -S GUAIBA.ULBRA.TCHE.BR
administrator's password:

Using short domain name -- LAB

Joined 'PROXY' to realm 'GUAIBA.ULBRA.TCHE.BR'

M S/ T/S3HTT $2.UE) T A H2 IS HET Tt )Y $ 27 /8.
3/9 " )38 8T /S # U+2 18./-

$3$6.1 /. ). 4" + 1 U2 . C/$3;UHST, |, ##/$3#47.1 E $/%
/o HS3S /S, ). #T " (2L )M A8 L G #T T, |, # /$.0 2"// 38
38.4) . /$"/$.3#. , E 18/ 29 1/ ./ /S8 2n/H#

# wbinfo --set-auth-user=srv-winbind




$ ), #""//3$.3)%/

# /etc/init.d/samba stop && /etc/init.d/samba start
# [etc/init.d/winbind stop && /etc/init.d/winbind start

$.4) HUISTP, L #SMI)H ) H)+ $.3.

# wbinfo -t

ST /728. #7-)1$)0, 89189, /9/$).$9 3, ) U/ 7 ))$SHSH

Y # S D H#T

# wbinfo -u

Sy #)20 #Y

# wbinfo -g

7718 4+ S HS3S.: /8. 38.4) HU IS T 2 110 )+ )
)8 +$ 0B /%8 #Y(

5.2.6INSTALAGCAO DO SQUID

/U # H$3$ /S, /Y LT 281 /T )$ 20/ [ S+ 18 + [ "2;08/
$/28)4) /1 $ G /G 9LH # / " /.t 2968 U .$)"+$ #'  ULH ;G #
3$./G" (> 2"/ 1 #'  3$./G" %(=b G' 4 )T HS )UHT) A4S
$ )"0 #S+ 18 /L. /(

0. H# OUH.BILHS /T DS/

# cd /usr/src

189 #TTOUT M H#H#T2 )M $/9:33(

# wget http://www.squid-cache.org/Versions/v2/2.5/squid-2.5.STABLE14.tar.gz




$/)"+2 ) #

# tar zxvf squid-2.5.STABLE14.tar.gz

)$// #tOLBILLTHT L H# T )S

# cd squid-2.5.STABLE14

21 #U)'+ /72;08/ $)$//:., /

# ./configure --prefix=/usr --exec_prefix=/usr --bindir=/usr/sbin --sbindir=/usr/sbin
--libexecdir=/usr/lib/squid --sysconfdir=/etc/squid --localstatedir=/var/spool/squid
--datadir=/usr/share/squid --enable-auth="ntlm,basic"
--enable-basic-auth-helpers="winbind" --enable-ntim-auth-helpers="winbind"
--enable-external-aclhelpers="winbind_group,wbinfo_group"

--enable-delay-pools --enable-removal-policies

--enable-underscores --enable-cache-digests --disable-ident-lookups --enable-truncate
--enablearp-acl --with-winbind-auth-challenge

/1 #

# Make && make install

SO #2200 YH LT #

# groupadd proxy

O HTT O/ DTS)TTT)  #TeT U8L 2vHT 1 #

# useradd proxy -g proxy

B2$.4//G2 L T SILH ]

# chown -R proxy.proxy /usr/share/squid
# chown -R proxy.proxy /var/spool/squid

199 #" 02#" 1 3U#HP)T 48 . ;GG |

# cd /etc/squid/etc




# mv squid.conf squid.original

A2 # RS S LV )RS I HS # /1 #H(UL8 L $ 8%,

/1 #O™

#ll

# egrep -v "N#|N$" squid.original > squid.conf

$. HUUH.SILUHSIUS/ S B #T [ 28.+//08/

# mkdir /var/log/squid
# chown -R proxy.proxy /var/log/squid

, 8 # 28.+//G" " 1 3UHETP, #

# chown root.proxy /var/run/samba/winbindd_privileged

$1 1)1 #" " Py ’ #

# [etc/init.d/winbind stop & /etc/init.d/winbind start

B H#TT1 3 /1 HOU AS)Y) # /L v/ B

# vi /etc/squid/squid.conf
http_port 3128
cache_effective_user proxy
cache_effective_group proxy
cache_log /var/log/squid/cache.log
cache_access_log /var/log/squid/access.log
cache_store_log /var/log/squid/store.log
hierarchy_stoplist cgi-bin ?
acl QUERY urlpath_regex cgi-bin \?
no_cache deny QUERY
auth_param ntlm program /usr/bin/ntim_auth LABIN/DC-LABIN --helper-
protocol=squid-2.5-ntimssp
auth_param ntlm use_ntim_negotiate off
auth_param ntlm children 10
auth_param ntlm max_challenge_reuses 0
auth_param ntlm max_challenge_lifetime 5 minutes
auth_param basic program /usr/bin/ntim_auth LABIN/DC-LABIN --helper-
protocol=squid-2.5-basic
auth_param basic children 5
auth_param basic realm Digite o LOGIN/SENHA
auth_param basic credentialsttl 2 hours
auth_param basic casesensitive off
refresh_pattern ~ftp: 1440 20% 10080
refresh_pattern ~gopher: 1440 0% 1440




refresh_pattern . 0 20% 4320

acl all src 192.168.88.0/255.255.255.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255

acl to_localhost dst 127.0.0.0/8

acl SSL_ports port 443 563

acl Safe_ports port 80 # http

acl Safe_ports port 21 # ftp

acl Safe_ports port 443 563 # https, snews

acl Safe_ports port 70 # gopher

acl Safe_ports port 210 # wais

acl Safe_ports port 1025-65535 # unregistered ports
acl Safe_ports port 280 # http-mgmt

acl Safe_ports port 488 # gss-http

acl Safe_ports port 591 # filemaker

acl Safe_ports port 777 # multiling http

acl CONNECT method CONNECT

acl acesso proxy_auth REQUIRED # Solicitando a autenticagao
http_access allow manager localhost

http_access deny manager

http_access deny ISafe_ports

http_access deny CONNECT !SSL_ports

http_access allow acesso # Liberando usuarios autenticados
http_access allow all

http_reply_access allow all

icp_access allow all

coredump_dir /usr/local/squid/var/caché

S #TTYDISS, ), #U/L K

# squid -z
# squid &

OH . /7 .$8. /7 /S #/ S+ 2"/ # )N3S ST ULHS /
/$8 /1L N 7 S /1 H)T U

external_acl_type nt_group %LOGIN /usr/lib/squid/wbinfo_group.pl
acl AllowedWindowsGroups external nt_group GrupodoAD
http_access allow AllowedWindowsGroups

$2USHSSHY LU /S 1 HOU 4GS/ B #$.$) ..$8:6-

# squid -k reconfigure

5.2.7TESTES
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5.2.8 MONITORAGAO

VAL #TT D 3T HS U8 HS S/ #T /L #)T+H T ) #T L 4 S
3+ 1L S DS/ AL S #T O GH o # T /LT 1$5" /7 "
"8 #*'  $/9 ;GT#$I. 1Y

# tail -f /var/log/squid/access.log
1172165029.325 756 10.1.1.1 TCP_MISS/200 9646 GET
http://home.img.uol.com.br/0702/d/festa22.jpg alunos DIRECT/200.221.7.37 text/plain




6 CONCLUSOES E RESULTADOS ALCANGADOS
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